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The Evolution of information hiding  

Histaiacus (5th century b.C.)
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Steganography

What is steganography?

How does steganography work?

How is steganography 
linked to crime?

Background Objectives Procedure
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What is steganography?

 Information hiding: make secret data difficult to notice for observers

 Steganography :
well known subfield of information hiding 
 aims to hide secret data in a suitable carrier

Modern 
steganography

Network 
Steganography

Digital Media 
Steganography

Cryptosystem 
Steganography

Physical 
Steganography …
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What is steganography?

Digital Media Steganography is the art of hiding secret data in a 
suitable carrier, more precisely in innocent looking media 

(images, videos, audio files, text files, …)

“CRYPTOS” = hidden “STEGANOS” = covered

Hides message MEANING Hides message PRESENCE
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COMMON TYPES OF STEGANOGRAPHY 

Image

Text

Video

Audio

Network

Steganographic 
media
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STEGANOGRAPHY: the method (image)

1

2

3

1
cover object
+ secret message 
+ secret key 
= stego object

2

3
stego object 
+ secret key 
+ extraction algorithm
= message extracted

- Sender & receiver 
share secret key.

- Stego object is left 
somewhere “innocent”.

- Recevier locates stego object.



Illicit uses of steganography

Criminals, Terrorists SpiesMalware

Steganography

• Hiding communication between criminals/terrorists
• Cyber espionage, information leakage
• Hiding criminal activities (e.g. child pornography)
• Malware (hiding code, C&C-server addresses,…)
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STEGANALYSIS – the reverse process of steganography

Stego?
Steganalysis

algorithm
Yes

No

FAIL
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Development of an efficient steganalysis framework 
for uncovering hidden data in digital media.
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BACKGROUND: Law Enforcement Agencies (LEAs) perspective

Criminal use of steganography has been increasing rapidly

CHALLENGES
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OBJECTIVES

Conduct a detailed analysis 
about the needs and 

requirements of LEAs for 
detecting and investigating 

steganography.

OBJECTIVE 1
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OBJECTIVES

Consolidate relevant 
information about existing 
steganographic tools and 

centralise this information in an 
intuitive database for LEAs.

OBJECTIVE 2
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OBJECTIVES

Improve existing methods for 
operational steganalysis in 
digital media workflows.

OBJECTIVE 3
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OBJECTIVES

Implement a flexible online-
platform.

OBJECTIVE 4
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OBJECTIVES

Demonstrate the 
steganographic detection 

capabilities with realistic test 
cases and scenarios delivered 

by the LEAs.

OBJECTIVE 5
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OBJECTIVES

Analyse the requirements in 
order to make the obtained 

results admissible in European 
court rules. 

OBJECTIVE 6
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OBJECTIVES

Provide a comprehensive 
training program for LEAs and 
forensic institutes by providing 

in-house training.

OBJECTIVE 7
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OBJECTIVES

Validate the project results 
with practitioners, disseminate 
the outcomes, and prepare an 

exploitation plan.

OBJECTIVE 8
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SCHEMATIC



Wrap up

 Steganography ? Steganalysis ?

Digital Media Steganography

UNCOVER project
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